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AS Count

How long have we got?
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How long have we got?

¥G,., %E:;;%@;;,?K@*+%:*2%,@2*%3!'(:*%,-%9/0
(;?KL%1988%&'() &

¥ 6G>MUWE:;; %+NF@/2*%:*2%3!"(:*%,-%./0(+ 1%~
*$+,-.#&'()&



This Is not exactly news!

$Combining these views
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2003 Projection

Current AS Forecast

= The available AS number pool will exhaust in
the timeframe of 2009-2011 if current AS use
trends continue

2009

= NO significant reclamation in old AS number space

= No coordinated effort to increase utilization density of
AS numbers

2011

= reclamation and increased deployment efficiency
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The Agenda for AS

Transition
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2. RIR ASN Allocation

Policy
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3. Vendor Support in BGP

Name Version Notation
Alcatel-Lucent SR OS g’ 7.0 asplain
Arbor Peakflow SP g 5.5 asplain
BIRD &7 1.0.12 asplain
Brocade (Foundry) lronWare &7 | 4.0.00 for the Netlron MLX and XMR, 2.8.00 for the Biglron RX | asdot, asdot+, asplain
Cisco I0OS g7 12.0(32)S12, 12.0(32)SY8, 12.2(33)SXI1, 12.4(24)T asdot (asplain planned for future)
Cisco 10S XE& 2.3 asplain (asdot optional)
Cisco 10S XR &' 3.4(1) asdot (asplain planned for 3.9)
Cisco NX-OS &' 4.0(1) asdot (asplain planned for 4.1(3))
ExtremeXOS &7 Need Information Need Information
Juniper JUNOS & 9.1R1 asplain (asdot optional)
Juniper JUNOSe &' 4.1.0 asplain
Force10 FTOS & 7.7.1.0 asplain (asdot, asdot+ optional)
OpenBGPD &7 4.2, patches for 3.9 and 4.0 asdot
Quagga &? 0.99.10, patches for 0.99.6 and other versions asplain
Redback SEOS &' 2.0 ascolon (asplain planned for end of 2009)
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32-bit ASN Deployment
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RIR ASN Allocations for
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32-bit ASN Deployment
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32-bit ASes in BGP
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How can we assist with
4-byte AS deployment?
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Cisco Security Advisory: Cisco 10S Softw Border Gateway Protocol 4-Byte Autonomous System Num ies
< ‘ > | ()| A ‘ A | |+ [ http://www.cisco.com/warp/public/707/cisco-sa-20090729-bgp.shtml ¢ | (Qr Coc
| Cisco Security Advisory: Cisco 10S... \ +
Solutions Products Ordering Support Partners \ g Corporate

Security Advisories

Cisco Security Advisory: Cisco I0S Software Border Gateway Protocol 4-Byte Autonomous
System Number Vulnerabilities

Document ID: 110457

Advisory ID: cisco-sa-20090729-bgp

http:/iwww.cisco. p/public/707/ci 20090729-bgp.shtml

Revision 1.2
Last Updated 2009 August 3 1300 UTC (GMT)
For Public Release 2009 July 29 1600 UTC (GMT)

Please provide your feedback on this document.

Summary

Recent versions of Cisco [0S Software support RFC4893 ("BGP Support for Four-octet AS Number Space”) and contain two remote denial of service (DoS) vulnerabiities when handiing specific Border Gateway
Protocol (BGP) updates.

These vulnerabilties affect only devices running Cisco [0S Software with support for four-octet AS number space (here after referred to as 4-byte AS number) and BGP routing configured.

The first vulnerabilty could cause an affected device to reload when processing a BGP update that contains autonomous system (AS) path segments made up of more than one thousand autonomous systems.
The second vulnerabiity could cause an affected device to reload when the affected device processes a mafformed BGP update that has been crafted to trigger the issue.

Cisco has released free software updates to address these vulnerabilties.

No workarounds are avaiable for the first vuinerabiity.

A workaround is available for the second vuinerability.

This advisory is posted at the following link: hitp://www.cisco.com/warp/public/707/cisco-sa-20090729-bgp.shtml.

[Expand all sections]  [Collapse all sections]

Affected Products

B Details

cy
RFC4271 ¥ has defined an AS number as a two-octet entity in BGP. RFC4893 ¥ has defined an AS number as a four-octet entity in BGP.

The first vuinerability could cause an affected device to reload when processing a BGP update that contains AS path segments made up of more than one thousand autonomous systems. If an affected 4-byte
AS number BGP speaker receives a BGP update from a 2-byte AS number BGP speaker that contains AS path segments made up of more than one thousand autonomous systems, the device may crash
with memory corruption, and the error *%%Software-forced reload” will be displayed.

The following three conditions are required for of this

« Affected Cisco I0S Software device is a 4-byte AS number BGP speaker
8 speaker
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Calm down!
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Termina

gih@wattle /var/data/bgp/as2.0]$ grep 23456 bgptable.txt
¥ 193.169.145.68/23 203.119.76.3
*: 202.12.28.198

202.12.28.198

203.119.76.3

3 282.12.26.198

2A3.119.76.3
22 203.119.76.3
202 .12.26.190
e .."'-,u]1'I."dQt.x],"bgp,'\]z:;'_Ei]fi; []
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AS Report +
Report for AS23456
Name
-Reserved AS-

AS Adjacency Report

In the context of this report "Upstream” indicates that there is an adjacent AS that lines between the BGP table collection point (in this case at AS2.0) and the specified
AS. Similarly, "Downstream” refers to an adjacent AS that lies beyond the specified AS. This upstream / downstream categorisation is strictly a description relative
topolegy, and should not be confused with provider / customer / peer inter-AS relationships.

23456 -Reserved AS-

Adjacency: 4 Upstream: 4 Downstream: e
Upstream Adjacent AS list
7 DEBRYANSK-AS-1 JSC "CenterTelecom", Bryansk branch
TKTELEKOM-AS Telekomunikacja Kolejowa is an ISP operating in Poland
TRANSTELECOM JSC Company TransTeleCom
BBIL-AP BHARTI Airtel Ltd.
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Yes!
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